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Short and long term impacts of
coronavirus on contact centers
On March 11, 2020, the World Health Organization officially
designated the novel coronavirus outbreak a pandemic. The origins
of the coronavirus, also known as Covid-19, remain unclear but
certainly the impacts have been profound. Virtually every nation has
reported cases of the mysterious virus. The unemployment rate
in the United States has grown to levels not seen since the Great
Depression. The effects are both economic and psychological.
Citizens are required by their respective governments to shelter in
place. Nonessential businesses and institutions, including places
of employment, have been closed. Besides the obvious financial
stress, forced isolation from friends, relatives and coworkers has
had negative impacts on national psyches.
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In this paper we will briefly summarize short and long-term
impacts of the coronavirus on the contact center space, explore
the ramifications of recent changes to the legal and regulatory
environment, and point to technology solutions that can help
improve service while at the same time helping to assure
compliance with relevant laws and regulations globally.
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Short-term impact of coronavirus on contact centers
• Sharp increase in contact volume - Phone lines are clogged, websites are
crashing, and the limitations of self-service are exposed. Consumers, employees,
and suppliers demand to speak with a knowledgeable individual but there are
simply are not enough to provide an acceptable level of customer service. Key
performance indicators are out the window when hold times are hours and
chatline queues number in the hundreds.
• Stressed customers and agents - Due to unemployment, financial stress, and
the sheer anxiety of being cooped up people are understandably stressed. The
long wait times that must be endured only adds to the frustration. The contact
center agent is in the unfortunate position of having to take the brunt of customer
distress
• Temporary relief from labor shortages - With prolonged unemployment there are
now plenty of eager candidates to fill open job slots. The contact center industry may
be one of the few bright spots in an otherwise challenging economic environment.
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Long term impact of coronavirus on contact centers
• Continued transition to remote workforce - With restrictions on social
distancing and the number of people that can occupy a space, contact centers
are scrambling to move agents out of the office into their homes. Vendors have
responded with a variety of offers designed to speed and smooth the transition.
Once implemented, contact centers are unlikely to revert to the cramped cubicles
which are costly to maintain and where contagions can fester and spread.
• Accelerated migration to the cloud architecture - While slow to start off, the
cloud model now accounts for over half of new workforce optimization (WFO)
installations. The coronavirus will only accelerate the long-running trend to cloudbased contact center infrastructure and WFO solutions.
• E-commerce on the rise - With stores and offices closed, even staunch
traditionalists have taken to their phones to place orders for the things they need
every day. In Q1, 2020 e-commerce sales reached a record 11.8% of total US
retail sales. Many restaurants and stores of already closed for good. For those
that are able to open many localities will have restrictions on number of patrons
that can be served at a given time. The upshot is that e-commerce will continue
to take a bigger slice of the consumer’s wallet. For contact centers, increases in
e-commerce sales also produces increased risk of debit and credit card fraud.
• Adoption of audiovisual channel - With major companies directing office
bound employees to work out of their homes, videoconferencing and other video
communications tools have taken the place of face-to-face meetings. Video chat
has been available for some time but has yet to become a mainstream contact
center communications channel. According to the 2019 NICE InContact Customer
Experience Transformation Benchmark report 25% of contact centers offer the
service. We can reasonably assume that the channel will grow based on the forced
learning curve brought on by the coronavirus pandemic, improvements in technology,
and popularity of Facetime and similar video communications applications.
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Legal and
regulatory impacts
The severity of the coronavirus was not fully understood until March 2020.
The disease spread rapidly catching legislators and regulators off guard.
As a consequence, there have been a number of modifications to laws and
regulations designed to protect victims, expedite the development of medical
treatments, and bolster faltering economies. We will touch on those that most
directly impact contact centers. This is by no means a comprehensive list nor
is it intended to be legal advice.
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CARES Act
• In the United States, the CARES Act (Coronavirus Aid Relief and Economic Security
Act) is the most significant United States legislation designed to address the health
and economic effects of the virus. The two primary components of this $2 trillion
package are the Paycheck Protection Program (PPP) and the Economic Injury
Disaster Loan Program (EIDLP). Qualified businesses are directed to apply at the
bank with which they have an existing relationship. The rules are complex and
federally regulated banking institutions are swamped by requests for the favorable
financing. There have already been several instances of fraud, such as borrowers
inflating their average payroll cost or employee headcount to qualify for larger loans.
• Federally insured financial institutions have been swamped with loan requests
from small businesses and self-employed individuals. There have already been in
numerous instances of fraud, especially individuals using stolen identities to apply
for the $600 a week unemployment benefit provided by the federal government.

Effect on contact centers
• The most direct impact will be on contact centers and branch offices of
federally insured lending institutions.
• Personnel need to be trained on the requirements and processes for
securing federal assistance.
• These financial institutions should maintain voice and data records of all
interactions with loan applicants. The institution should be able to rapidly
retrieve records upon request and accurately reconstruct the chain of events.
• Contact center personnel should be vigilant of potential fraud.
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Consumer Protection
• The CARES Act provides that holders of mortgages backed by federal loans may
request forbearance of up to a year, regardless of delinquency status, provided
that financial hardship is due to the coronavirus. It has been estimated that 25% to
50% of all borrowers will be able to apply for this forbearance
• The CARES Act also prohibits landlords from evicting tenants for nonpayment of
rent during the “Moratorium Period.” This is a 120-day period beginning March
27, 2020. In addition to the federal CARES Act individual states have also enacted
laws limiting foreclosures and evictions during this emergency.
• For borrowers who experience unexpected circumstances and cannot repay
a loan as structured, banks, savings associations and credit unions are further
encouraged to consider workout strategies designed to help borrowers to repay
the principal of the loan while mitigating the need to re-borrow.
• Some states including Nevada, Massachusetts, New York, and North Carolina
have issued specific directives related to debt collection including suspension of
both outbound collection calls and collection on state owed debts. Choosing not
to follow regulatory recommendations on offering relief to borrowers could result
in future lawsuits under state and federal unfair, deceptive, and abusive acts and
practices laws. (Brownstein Client Alert, April 6, 2020)
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Effect on contact centers
• Accounts receivable and credit and collections departments are contact centers.
Audio and data records should be maintained of all applications for rent or
mortgage forbearance under provisions of the CARES Act.
• Lenders should be able to establish that they have attempted workout plans
with distressed borrowers. Audio and data records can establish that a serious
attempt was made.
• Many smaller institutions and landlords with only small number of rental units
available rely on third-party collection agencies. These organizations may be
familiar with the Federal Debt Collection Practices Act but not be aware of
provisions of the CARES Act and in fact many do not even invest in interaction
recording systems. This does not alleviate the lender or landlord of the
responsibility to comply with the forbearance option within the CARES Act.
• Quality monitoring software can provide alerts to assure required disclosures and
flag potential compliance violations.
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Personal Privacy
• The onset of the coronavirus has introduced some tricky questions with regard
to personal privacy. One is the question of sharing PII (personally identifiable
information). In general, the Health Insurance Portability and Accountability Act
(HIPAA) requires the consent of the patient before sharing personal medical
information. However, with the coronavirus, patients may not be physically able to
provide consent. Under the Privacy Rule, covered entities may disclose, without a
patient’s authorization, protected health information about the patient as necessary
to treat the patient or to treat a different patient.
• In April the Health and Human Services Department announced that, under certain
circumstances, HHS will not impose penalties for violations of such provisions
against covered health care providers and their business associates for the use
and disclosure of PII “by business associates for public health and health oversight
activities” in connection with the COVID-19 nationwide public health emergency.”
• Other privacy issues include testing and contact tracing. The United States has
no comprehensive personal privacy protection law. Determinations about testing
and contact tracing are generally up to the states. Some employers are requiring,
or plan to require, Covid-19 test before permitting employees to enter the
workplace. This could be legally justified under the Americans with Disabilities Act
(ADA) requires that any mandatory medical test of employees be "job related and
consistent with business necessity.
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Effect on contact centers
• Contact tracing is another issue with privacy implications. Some experts are
predicting that the United States will require 100,000 to 300,000 contact tracers.
• The two most recent and most far-reaching data privacy laws are the General Data
Protection Regulation (GDPR), agreed to by the member states of the European
Union, and the California Consumer Protection Act (CCPA). Both laws have
extraterritorial enforcement provisions. In response to the coronavirus pandemic
many businesses and governmental entities are collecting new data that could
meet the definition of personally identifiable information
• Under GDPR definitions personal information such as COVID-19 testing, locations,
and individuals that infected persons may have visited, would fall within the
subcategory of “special categories of personal and data” (SCD). Organizations
must have an appropriate legal basis for processing SCD collected from individuals
relating to the coronavirus disease.
• During the Covid-19 nationwide public health emergency healthcare providers may
use non-public video chats to provide telehealth without risk that the Office for Civil
Rights might seek to impose a penalty for noncompliance with the HIPAA rules
related to the good faith provision of telehealth by covered health care providers.
• Providers are encouraged to notify patients that these third-party applications
potentially introduce privacy risks, and providers should enable all available
encryption and privacy modes when using such applications.

• All contact centers processing PIIs should ensure that they have the
right mechanisms to ensure transparency, satisfy access rights for
data copies or deletion, and ensure protection through encryption.
• Healthcare facilities are dealing with emergency conditions due to
the rampant spread of the coronavirus. Many of these facilities
are understaffed and employees are working long hours. Contact
centers and admissions personnel need to secure the required
authorizations, even during periods of heavy stress. These
interactions should be recorded, whether performed over the phone
or in person.
• Telehealth - or telemedicine, as it is also known - covers a broad range
of services via video, telephone, or email. It has become very popular for
treating Covid 19 patients. The Centers of Medicare & Medicaid Services
(CMS) has loosened the regulations for telemedicine in response to
the Covid-19 pandemic. Telehealth services may now be delivered to
Medicare beneficiaries by phone as long as video capability is available.
For liability compliance purposes these interactions should be recorded.
Not every recording system is capable of capturing, indexing, storing,
and retrieving video interactions.
• Brick-and-mortar contact centers tend to house large numbers of
employees in confined areas. This type of environment is conducive
to the spread of disease. Employers may very well require testing of
employees before they enter the workplace. This may require legal
waivers, depending on the pertinent local laws and regulations.
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Potential fraud
• Due in part to financial stress, In the United States there has already been
alarming levels of fraudulent unemployment compensation claims. The payment
card industry security standards Council (PCI-SSC) warns of an “unprecedented
situation caused by the spread of COVID-19.”
• The US Department of Justice warns that criminals will likely continue to use new
methods to exploit Covid-19 worldwide. A Chinese national has been arrested for
a $20 million scheme to obtain loans intended for small businesses.
• According to CNBC, through mid-April Covid-19 scams had already cost more
than 18,000 Americans a total of $13.4 million .
• Security standards established by the payment card industry are designed to
protect retailers and service providers of all sizes which accept payment cards
from the major issuers are required to comply with PCI – DSS standards.
• However, now, 15 years after the launch of the PCI DSS, that just over a third
(36.7%) of organizations were actively maintaining PCI DSS programs (Verizon
2019 Payment Security Report).
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Effect on contact centers
• Virtually all electronic payment transactions with retailers and service providers are
through credit and debit cards. While most of these are handled through websites
without contact center intervention, there is also a substantial proportion that are
executed through telephone to contact centers. These firms must adhere to the
data security standards issued by the payment card industry. The downside risk is
loss of card acceptance privileges.
• All card transactions should be encrypted.
• Unfortunately, credit card theft is not unheard of in contact centers, particularly
outsourcers in developing nations. Employees that take credit card information
over the phone should be tightly monitored.
• All transactions should be recorded with technology that automatically pauses the
voice recording of personally identifiable information and prevents storage of credit
card verification numbers.
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Technology considerations
The foundation of a contact centers compliance technology is the interaction recording system. Quality management software, analytics, fraud prevention and a
comprehensive reporting package are essential complements that collectively constitute a basic contact center compliance suite. The core recording platform and
complementary modules must be highly reliable, scalable, and easy to use and maintain. Following is a brief list of recommended functions and features.

Contact center compliance technology for today’s and tomorrow’s legal environment
Collection, storage, and retrieval
of multichannel interactions

• Maintain an audit trail to establish that all guidelines have been followed in the administration of CARES Act financial assistance, and
GDPR/CCPA.
• Protection against the anticipated flood of Covid-19 liability suits by maintaining impeccable evidence keeping.

GDPR/CCPA compliance

• Ensure consent is gathered and transparecey is acheievd by communication to customers the reasons and categories for data collection
• Adoption of automation to satisfy access requests
• Adoption of encryption or re-encryption mechanisms to ensure data is safe.

PCI-DSS compliance

• Recording software should comply with payment card industry requirements for collection, storage, and processing of payment card data.
• Leverage dedicated mechanisms to pinpoint and remedy violations such as unencrypted cardholder data and the capture of sensitive
authentication data

Speech analytics

•
•
•
•
•

Automation

To pinpoint violations and take direct actions to remedy violations including retention changes, deletion, playback lock, and extraction

Alerts

• Monitor script adherence to assure proper disclosures
• Monitor PCI-DSS violations
• Monitor privacy protection measures

Video recording

For liability protection, recording solutions should be able to capture, store, and analyze videoconferencing sessions

Encryption

• Protect private health information
• Provide specified levels of encryption for particularly sensitive data such as security codes.

Extendable to remote locations

Compliance solutions should be extensible to remote locations including individual homes with no degradation in quality and security.

Improve self-service by identifying and quantifying call reasons
Surface ideas for improving quality and responsiveness based on user input
Help assure compliance with laws governing interactions between debtors and collection agencies
identify opportunities for training or additional knowledge management resources that could speed call completion.
Identify potential fraudsters and reduce risks of account takeovers
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Conclusion
It may take several months or even years before reliable diagnosis and treatment

solutions are available for the coronavirus. In the in the interim, and possibly even
after a solution is in place, we can anticipate a “new normal” in the way business is
conducted. The home- based employment model appears to be working beyond
expectations and will likely continue to expand to even more occupations. Shopping
habits will continue the sharp swing to e-commerce. Large retailers are going out
of business and a fearful public will be hesitant to visit nearly vacant shopping malls
and attend major events in the numbers they have in the past. From the perspective
of contact center management, it can be assumed that demands for customer
care will continue to grow and the quality of that care will become a major point of
competitive differentiation as well as a flashpoint for legal and regulatory disputes.
Front-line representatives must be supported by state-of-the-art technology that is
designed for the current and future environment.
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